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	Role Title:
	IT Security Manager

	Department:
	Finance & Resources - IT

	Role Purpose:	
	Responsible for establishing and maintaining appropriate standards, policies and controls to manage IT security across all business units within Midland Heart.
Conducting regular reviews and tests to identify vulnerabilities and to ensure compliance with standards and principles then performing remedial actions to mitigate identified risks.
Working closely with other IT Teams to recommend new solutions to tackle priority risks and raising awareness of IT Security across the user community.

	Reporting to:	
	Head of IT Service Delivery

	Responsible for:
	N/A

	Disclosure level:
	Standard

	Role Level:
	Frontline Worker



	Key Role Responsibilities
	In collaboration with the IT Leadership team, develop an IT security strategy, roadmap and implementation plan.
Carry out technical vulnerability assessments of IT systems and processes, identifying potential vulnerabilities.
Make recommendations to control any risks identified and to ensure mitigation actions are implemented.
Oversee a local risk register for IT and carry out actions to mitigate identified risks.
Respond rapidly and effectively to all IT security incidents, managing them in a professional manner including computer forensics for evidence gathering and preservation.
Responsible for the coordination of regular IT security reviews by conducting assessments of all systems, processes and infrastructure and making recommendations to mitigate risks.
Identify and assist with the production of security guidance documentation and training.
Provide security guidance and advice on best practice across IT.
Keep up to date with security trends, threats and control measures.
Implement and maintain security initiatives such as Cyber Essential Plus and ISO27002.
Review Technology designs to ensure they meet Security requirements.
Design processes and procedures; assist with IT audits and respective action plans.
Provide Management with regular updates regarding the company IT Security position.
Be innovative and challenge ways of working to identify improvements.
Assess situations, issues and opportunities and escalate where necessary.
Prepare documents and presentations necessary to progress the IT Security initiatives.
Establish productive relationships and networks at an operational level.
Perform other duties and projects as assigned.



	Education, Qualifications and Training
	Chartered Information Security Manager certification, training or equivalent professional experience.


	Knowledge and Experience
	Working knowledge of security systems.
Knowledge and experience across technical platforms.
Significant experience of managing perimeter security products.
Experience of managing Penetration tests and remedial plans.
Experience of gaining security accreditation.
Experience of managing suppliers.
Experience of risk assessment and mitigation.
Experience of developing and maintaining meaningful security KPI’s.
Experienced of developing security standards and implementation.
Experience of reviewing processes, policies and procedures.
A good understanding of security products and best practice.
Demonstrable knowledge of the penetration testing and remedial actions.
Knowledge of security best practice.
Demonstrable knowledge of security accreditations.
Knowledge of developing KPI’s and measures.

	Role Specific Skills & Behaviours
	Able to work co-operatively and productively with customers, other teams, functions and suppliers earning their respect and confidence.
The ability to advise of security requirements and best practice.
Self-starter dedicated to getting results and meeting deadlines.
Able to develop the skills and competencies of others.
Commitment to providing quality solutions.
Understanding of and commitment to the principles of equality and diversity.
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